RESOLUTION AUTHORIZING EXECUTION OF CONTRACT FOR
CYBERSECURITY SERVICES WITH ORBITALFIRE, LLC

WHEREAS, the Rensselaer County Industrial Development Agency (the Agency) is
desirous of obtaining cybersecurity services in order to reduce the Agency’s risk of
financial loss, business disruption and reputational damage due to cybercrime, hacking,
ransomware and other dangers related to the use of the internet and the electronic storage
and management of Agency data, and

WHEREAS, Orbitall'ire, LLC (OrbitalFire) has proposed to perform for the Agency
the cyber security services described in the attached proposal, on a month-to-month basis,
cancellable upon 30 days’ notice, upon the terms and conditions and at the rates set forth
in said proposal, and

WHEREAS it is in the best interest of the Agency to follow Section 4 of the Agency’s
Procurement Policy in the procurement of the desired services, which are in the nature of
professional services; and

WHEREAS, in determining to follow the procedures set forth in Section 4 of the
Agency’s Procurement Policy the Agency has considered the guidelines set forth in the
second paragraph of Section 4(A) for making such a determination, and

WHEREAS, the engagement of OrbitalFire for the provision of the services described
in the attached proposal would be in accord with the Agency’s criteria for procuring such
services as set forth in the first paragraph of Section 4(A) of the Agency’s Procurement
Policy, to wit: accountability, reliability, responsibility, skill, non-conflict of interests,
reputation, education and training, judgment, integrity, and moral worth; now, therefore,
be it

RESOLYVED, that the Agency Chairman is hereby authorized to execute a contract
with OrbitalFire in substantial accord with the attached proposal, subject to approval as to
form by Agency Counsel or Special Counsel, with payment to OrbitalFire for the services
described in said contract payable in the amounts set forth in said proposal.

Resolution ADOPTED by the following vote:
Ayes: 5

Nays: 0

Abstain:

August 8, 2024



STATE OF NEW YORK )
) SS.:
COUNTY OF RENSSELAER )

1, the undersigned (Assistant) Secretary of Rensselaer County Industrial Development Agency
(the “Agency”), DO HEREBY CERTIFY that I have compared the foregoing annexed extract of the
minutes of the meeting of the members of the Agency, including the Resolution contained therein, held on
August 8, 2024 with the original thereof on file in my office, and that the same is a true and correct copy
of said original and of such Resolution contained therein and of the whole of said original so far as the
same relates to the subject matters therein referred to.

I FURTHER CERTIFY that (A) all members of the Agency had due notice of said meeting; (B)
said meeting was in all respects duly held; (C) pursuant to Article 7 of the Public Officers Law (the
“Open Meetings Law”), said meeting was open to the general public, and due notice of the time and place
of said meeting was duly given in accordance with such Open Meetings Law; and (D) there was a quorum
of the members of the Agency present throughout said meeting.

I FURTHER CERTIFY that, as of the date hereof, the attached Resolution is in full force and
effect and has not been amended, repealed or rescinded.

IN WITNESS WHEREOF, I have hereunto set my hand and affixed the seal of the Agency this

8th day of August, 2024,

Al
# (Assistant) Secretary

(SEAL)






ORBITALFIRE PROPOSAL

The information contained in this document is con’F denttal and pmpnetary Itis intended
for the exclusive use of Orb|taIFrre LLC andthe thtrcl ~party entnty named in this
document ' ~

ORBITALFIRE MAKES NO WARRANTIES, EXPRESS OR IMPLIED, INTHIS DOCUMENT.
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ORBITALFIRE PROPOSAL

THANK YOU FROM ORBITALFIRE

Dear Bob,

Thank you for the opportunity to provide cyberseecurity semces ’m the RensJelaer
County IDA. R

We know that selecting a new service pm\nder canbe a dauntmg task. We apprecna‘re
your time and investment in this process,. and we will do our best to explaln our services,
approach, and value as clearly as poss'bie_ : ' ' :

At OrbitalFire, we work hard to prowde customers Wﬁ.h the abso!ute best cybersecuruty
services available, all at the lowest prices in the lndustry -

Cur goalisto develop a c_:yt;grs_qg iprc:)gram that is an asset to your organtzat:on Our
services will help eliminate salés barriers, satisfy regulatory mandates, reduce the
fikelihood of cybercnme and meetthe rapidly growmg list of cybersecurlty
requirements that your organi zatlon faces. S :

We do this not wzth fancy gadgets and fear mongermgf but with honest open,
pragmatic teamwork services and expertlse that is commumcated in terms that you
can und@rstand R -

Asa customer ofOrbltaIFnre you Wtil be in the drivers" seat regardmg the speed and
intensity of our engagernent, but 1 rest assured that we WIEI do allthe heavy lifting, and
we'll be there when you need us. PR o

Thank you again for your time and conmderatmn | and the entlre team at OrbitalFire
look forward to earning your business, '

DA

Reg Harnish

CEOQ, OrbitalFire
reg@orbitalfire.com
(844) ORB-FIRE

T1.14 Vi.o00



ORBITALFIRE PROPOSAL

WHY INVEST IN CYBERSECURITY?

CYBERCRIME IS CRIPPLING
SMALL BUSINESSES

Small businesses are at rapidly growing 5 3 0
risk of financial loss, business disruption and _
: of SMBS thlﬂr(

reputational damage due to cybererime, - i 'ihey e o0 small -

hacking, ransomware, and other risks, - . -fora cyber. att_ack

TOP 5SMALLBU f_szEss CYBERSECURITY DRIVERS

A i_,Cybersecunty requiremerrts from customere
2 “.Cyber insbrance applications _5, =

3. Third- partycyberse,curityquesttonnalreg,

Ly Federal, state, and commercial regulataoras
. Pnorlosses and damaqefrom Cybercnm ——

. 5BUSINESS CYBERSECUR!’T‘Y
THREATS S j
According tothe FBE losses due to ransomware

and wire fraud have increased 12000% since 2020.
The top threats to small businesses are:

Financial fraud (Up 280%)
Ransomware

Business Email Compromise
Breach of sensitive data
L.oss or theft of device

Ve oW oo
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ORBITALFIRE PROPOSAL

WHY WORK WITH ORBITALFIRE?

WE ARE THE SMALL BUSINESS
CYBERSECURITY EXPERTS :
OrbitalFire is a next-generation, all-in-one cybersecur:ty prov:derfocused exclusively

on solving cybersecurity challenges for smaiI businesses. Qur servrces, approach and
pricing are all designed specifi caily to help 5MBs deal W|th toclay s chailenges

{10 _z
77

Trusted by thousands of f::-_".?."':‘_-'Fot_ti'ui'sed exclusivelyon - - Affordable effectlve
customers D Usmall business | ' and easy to use

N ”GRBH ALFEHE IS QUITE SHV\PLY THE MOST EF.}-E(:HUE AND
F\F-FORIAILE CYBERSECUR!TY PROUIDER OUTTHERE "

WEDOALLTHEWORK " OUR MISSION
Some praviders want to sell you hardware,

software, ora platform so you can do
cybersecurity yourself,

Minimize disruptions and losses
from cybercrime

Buitd a cybersecurity program
thatisavaluable agsat -

Not OrbitalFire.

lrﬁpruvecyberdefensibi?ityand
‘ resilience across the organization
When you engage with us, you can be assured '

. - Satisfy requiatory, legal, and
that our experts will do all the work for you.

contractual requirements

Edycate custorners and halp
them male informed detisions

PO

Ta. 24 Vi.co

oy



ORBITALFIRE PROPOSAL

OUR SERVICES

“ALL-IN-ONE"” OR A LA CARTE

OrbitalFire provides small businesses with easy to. - T
understand, comprehensive packages that meet all ccmmon
cybersecurity needs. - .

We offer packages for nearly every md Ustry tha’c help mmp!nfy :-
decision making and getting started.

Inaddition, all our services are a\'f'a'ilé_ijfe alacarte.

ONE PROV!DER FOR EVERYTHING

We cn‘"'fer everythmg that a sma!l bumess needs to solve common cybersecuraty

and much more

(@) assessmeirs i :C?li’{.f_‘%?i;i}\NC.E. Qe \j;%}s_:?_mz_msw
@ AWARENESS o0 PHISHING T l.ln,n PENETRATION
R TRAINING CLT - TESTING o T TESTING
fg) INTERNET @ DARKWEBBREACH .7 "CLOUD
GF proTECTION S DETECTION T prOTECTION
A VULNERABILITY 225, INCIDENTRESPONSE e, INTRUSION & THREAT
S MANAGEMENT "M ramieToPs VI DETECTION
CONFIGURATION (@ DATABREACH <1s THIRD PARTY RISK
 MANAGEMENT 3 PREVENTION G MANAGEMENT
INCIDENT [El, POLICYAND PLAN
RESPONSE =1J DEVELOPMENT

T1.14 Vi.00 7



ORBITALFIRE PROPOSAL

"NO SURPRISES” SERVICE DELIVERY

At OrbitalFire, you never need to worry about being nickel-and-dimed, reading the
fine print, or other nonsense. Our service delivery matches our pricing - simple,
transparent, and honest.

We communicate with you, every step of the way, 50 you always know what to expect
from us, In addition, aﬂ our servmes mdude '

, AN C
! j .
R \ |
Unlimited reporting _.:L'J_ﬁl-i_mited usage ' Unlémited-__sﬁpport
CYBERCONCIERGETM

Your services aren't jUSt effectlve and affordable they re also wrapped in“white glove”
extras to ensure that you're always taken care of Our Managed Securlty Services
custorers recelve the foilowmg benef‘ ts:

MONTHLY CYBERBLASTST”
Cormpr ‘n ansive, “deta

et 2asy- to L,n derstand das hueam |eports 30 ¥ OU
always know exactly what is hapu@mng walh your cyb»&rsecur!ty parforriiance
CYBERSECURITY REVIEWS '

Regular liva, virtual meetings \J\wrh uuur Custaniss Suceass team and v Cist o
discuss trends, performance, rsm 5, status ane act;wtu_s : o

CYBERSECURITY ROAD MAP o
Easy-to-understand project plan of corrent and future cybersecurity activities and
investments that adds credibifity, defensibifity and predictabitify t6 your program

©

EXCLUSIVE EDUCATIONAL EVENTS

Regular opportunities to get your cybersecurity questions answered through
customer-exclusive wehinars, workshops, blogs and ether resources

“ASK AN EXPERT™

One-on-one access to experts in nearly every area of cybersecurity, on a monthly
basis and at no additional cost

&

CYBER ALERTS AND BULLETINS
Crivcat vulnerabilities, emerging threats, regulatory changes, and more ~if it's
important, you'll hear it from us - in plain English

Tio1g Vi.oo0



ORBITALFIRE PROPOSAL

PROPOSED SERVICES

MANAGED SECURITY SERVICES

The following services will operate continuously as part of your cybersecurlty subscription,
Each service will be fully and proactively managed and delivered by € OrbltalFlre

1. AWARENESS TRAINING

Our Awareness irammg service provides short, engagmg educa tional
@ videos and skills assessments resulting in improved awareniess and
L0 security behaviors across the workforce. Thisservice is typ:caliy
I combined with our Phishing Testing service whlch can verlfy the
ﬁﬁectsveness oftrammg campaigns. '

BENEFITS , :

o improved Emp[oyee Awareness

o Improved Cybersecurity Behaviors
O Improved Reguiatory Comphanc,e

FEATURES - T : S

o Unhmrted securlty tramzng reduc;es risk for amployees contractors, and other
workforce members :

o Continuous workforce skllfs assessment |denttﬁes human vuinerabliltles

o Customiraining curricula allowis forta;lormg oftraining Lontewnt ,

o “Passwordless” login reduces empioyee frustratlons T

DELIVERABLES

o Monthly Awareness Training V|de0

o Monthly Skills Assessments

o Monthly Performance Reporting (CyberBlast)

TIMELINE
o Launch (Immediate)
o Deployment (2 Hours)

RECURRENCE
o Monthly

Ti.14 Yi1i.00



ORBITALFIRE PROPOSAL

2. PHISHING TESTING

e, QUP Phishing Testing service provides regular assessment and
U measurement of workforce awareness and skills. Cornbinad with

G*’V’“&m Awareness Training, this service can reduce human risk across the entire
| ‘”’L—vj workforce, e o
BENEFITS

o Reduced Hurman Risk o
o Improved Cybersecurity Behaviors - -
o Improved Regulatory Complian”c’e_ -

FEATURES = e

o Unlimited social engmeermg testmq reduces risk for emp!oy@es, tontractors and
other workforce members

o Continuous workforce skills assessment |dent|ﬁes human vulnerab;ht;es

¢ “Teachable Mornent” trammg pravides instantaneous education deilvered at point
of failure -0 R L

DELEVERABLES

0 Monthiy Phishing (Soc;lal Engmeermg) Tes’clng
o Monthly "Teachable Moment” Training -

© Month[y Performance Reportmg (CyberBEast)

TIMEL !NE
o launch (Immedmte) -
o Deployment (2 Hours)

RECURRENCE
o Monthly

T1.24 Vi.006 10



ORBITALFIRE PROPOSAL

3. CLOUD PROTECTION

Our Cloud Protection service provides complete visibility to and
\) detection of intrusions, anomalies, compromise, and other potentjal

C@ threats for aritical cloud-based applications. OrbitalFire cybersecurity

experts provide immediate triage, anaiy5|s and escalation of verified
incidents, ensuring that all events are handled effectlveiy

BENEFITS

O
0O
O

o

Reduced Disruption, Loss, and Damage from lnadente
Enhanced Detection and Response Capabilities
Reduced Time-to-Detection (TTD)

Improved Regulatory Compliance

FEATURES

o]

9]
G
G

2437 monitoring of Office 365 and other cnt:cal cloud apphcatrons

Monitoring of crttlcal cloud applications reduces Tire to Detection (TTD)
Comprehensive vusrbillty of cloud assets eliminates “blind spo’cs” L

Automatic 8xg triage, ana!ysrs, and egcalation of alerts minimizes disruption and
losses from cybercnme o ok

DELIVERABLES

o}
O

8xg Incident Response Coordmatron e
Monthly Performance Reporhng (CyberB}ast) 5

TIMELINE

Q
O

Launch (Immaediate)
Deployment (< 2 Days)

RECURRENCE

G

T1.14
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ORBITALFIRE PROPQSAL

4. V(IS0 ACCELERATOR

- OurvCisS0 Accelerator service combines proactive cybersecurity
‘f} program managerment with expert-led support across all cybersecurity
f““é““(@ domains, vCS0O Accelerator hours can be dellvered ‘monthly as a
subscription, or one-time as a prOJect E

BENEFITS Co
o Enhanced Organizational Cybersecurity Support

o Improved Outcomes Across All Cybersecurity Efforts
o Improved Regulatory Comp[iant‘éf-._._

FEATURES et .

o Proactive cybersecurity proqram management ensures timely and effectlven
program maturity and continuous improvement :

o Expert-led cybersecunty efforts ensure hlgh quallty, aud!table Lybersecurrty
outcomes .

DELIVERABLES :
o Proactive Cybersecurlty Program Management
o Reactive Support

TIMELINE -
o launch (Emmed[ate) e
o Landmg (Varies by Effort)

REC URRENCE
o Continuous

Ti.24 Vi.0oo



ORBITALFIRE PROPQSAL

PRICING
NO-NONSENSE PRICING

Qur pricing is based on your user count - not devices, locations, storage, or other hard-to-
measure numbers that change frequently. Additionally, all ourser\nces are delivered as
simple subscriptions, simple to budget for and | easy on cash flow.

T CRem. o L Quaritity Unik Price Adjusted Ut Pice. . Extendletd Price
Monthly Items

13} Awaraiiess Training - Per User - Monthly 5 45.85 $5.85 $29.25
b)) Phishing Testing - Per Usar - Manthly 5 $5.90 $5.90 $29.50
3) Zloud Protection - Per User - Manthly 5 $13.31 $13.31 $65.55
4 vCISD Accelerator - Monthiy i $199,99 $199,99 §199.99
5} CyberCondlarge 1 $0.00 £0,00 48,00

Morithly CybarBlasts
Cybersecurity Reviews (GCRsi
Cybersecurity Road Map (CRM)
Exclusive Educational Events
"Ask dn Expert”

Gyber Alerts and Bullatins

Manthly Total 5325.29
One-Time Items

3] Naw Customar Launch 1 $359.99 $399.99 $399.99
- New Customar Setup
- Nei Cusfomer Onboarding
- Saryices Deployment’
- Systems [ntegration(s)

ane-Time Total 5399.99

Above pncmg reﬂects OrbltaiF:re Volume Incentwe Prmmg Unit Pr|ces fcr Managed Securlty Services
decrease as Quantities {user counts) increase, Add|t|onally, Total Prices for individuat services decrease as
the nbimber of engaged services incraases,

Volume Incentive Pricing appiles oniy ta month!y Managed Security Sennces

For existing customers, Monthly T otal above will be added to aiy existmg Managad Securlty Servicas
subscriptions.

Ta 14 Vi.on 13



ORBITALFIRE PROPOSAL

ACCEPTANCE

The signatures below indicate agreement betwaen OrbitalFire and Customer to proceed
with cybersecurity services as defined in this Proposal.

ORBITALFIRE AUTHORIZED SIGNATURE

OrbitalFire, by way of its Authorized Representatwe, ag rees to thls Proposa[

Narne: Reginald Harnish
Title: Chief Executive Officer
Date: July 29, 2024

Signature: 77 o -

CUSTOMER AUTHOR!ZED SIGNATU RE

Customer, by way of its Authomzed Re presentative agrees to thls Proposal

Name:
Title:
Date:

Signature:

T1.14 Yi.00



ORBITALFIRE PROPOSAL

TERMS AND CONDITIONS
ASSUMPTIONS

The service{s) and commitments described in this Pmposal WiII"be'déIivered by OrbitalFire
under the following basic assumptions, which will govern all work, dehverables and
interactions: : -

o Allworknot specifically described in thIS ProposaE WI|I be subject tc a Change
Order, inthese cases additional fees may apply. :

o  Allscheduled work will be perFormed during OrbitalFire normal busmess hours,
which are Monday-Friday from 8:00am ta 8:00pm, Eastern sze -Any work that
must be performed OUI.JICIE of OrbﬂdIFlre normal bustness hours may be subject
toa C,hange Order w L
including deiays caused bythe Customer are not covered uncler th;s F’roposal and
may be subject toa Change Order. : gH

ORBITALFIRE RESPONSIBILITIES

Asthe provxder of the services descnbed in thiS Proposa[ OrbataIFlre WIII have the following
basic respons;iblhhes before durmg, and afterthe engagement

o Prc)v;dmg the sewlces descrlbed m this Proposal and any ser\nces |mludmg any
Change Orders related to this. Proposal
Providing a primary point of contact for aII sen/lces and support
Communicating adequatelytoensure the successf ul execution of all services,
Billing for all services and expenses in a timely manner L

CUSTOMER RESPONSIBILITIES

As the beneficiary of the services described in this Proposal, Customer will have the
following responsibilities before, during, and after the engagement:

o Providing access to all resources necessary to deliverthe services described in this
Proposal.
Providing a primary point of contact for all services.
Communicating adequately to ensure the successful execution of all services.

o Paying for all services and expenses in a timely manner.

T1.14 Yi.oo 15



ORBITALFIRE PROPOSAL

CANCELLATION

OrbitalFire requires thirty (30) day notice for service cancellation, Requests for service
cancellations must be in writing.

Final billing for monthly services will be delivered on the cance!iatlon date and will include
billing for a full final month. - s

Final billing for annual services will be dehvered on the canceila’cson date and will include
prorated billing for the percentage of annual ser\nces that have beeﬂ completed

FORCE MAJEURE

Neither OrbitalFire nor Customer shall be liable for anyfaliure ofor delay in the
performance of its responsibilities underthzs Proposal to the extent such failure or delay is
due to circumstances beyond its rea onable control, including, without limitation, acts of
God, acts of a public enemy, pan' ics, fires, ﬂoods wars, cnwl disturbances, sabotage,
accidents, insurrections, terrotism, blockades, embargoes orstorms, Each party shall use
reasonable efforts to minimize the durat:on and consequences of anyfadure of or delay in
performance resuftmg from a Force Majeure event

TRAVEL

Traveltime Wll[ be billed to Customer perthe Followmq schedule

CIRAVELTYPE ST T T THOURLYRATE

Travel=-Normal Business Hours .. /. . $100.00

$150.00

Travel--Nights, Weekends, Holidays T TETT

o Alltravel expenses related t6 and required for déiivé’ry and execution of the
services in this Proposal, including materials, hotel, transportatzon and meals will
be billable to Customer. =

o Forengagements with extensive travel requirements, OrbitaEFire may require a
travel retainer in advance, billable to Customer,

Ti.14 Vi.00 16



ORBITALFIRE PROPOSAL

RATES
Where applicable, services will be bifled to Customer per the following schedule:
 RATETYPE ' o ~ | . HOURLYRATE
All Services, Normal Business Hours M- F, arm-8pm) L $199.99
All Services, Nights and Weekends R $299.99
All Services, Holidays ol $299.09
PAYMENTS

Unless other written arrangements have been made with OrbitalFire that supersede these
payment terms, the following will appiy : o

All invoices shall be Net 30.. ; :
Managed Services will be billed monthly, all one~tlme servnces W||I be billed in
advance or based on progress milestones. ks

o Latefees and mterest cha rgefs will accumulate for late paym ents

PRICING

When nece*ssary, OrbntaiF;re may mcrease pricing for services to’ cover mcreasmg costs for
service delivery or business. operatlons Changes in prlc:mg W|Ei be commumcated no less
than thirty (go) days in advance : o -

PRIVACY

By executing the Proposal, Customer agrees to receave marketmg matenals from
OrbitalFire. Customer may unsubscribe to these communlcatmns at any time. OrbitalFire
will, under no circumstances self Customer information.

Ti.1g Yi.oo 17



